BENH VIEN HUU NGHI CONG HOA XA HOI CHU NGHIA VIET NAM
~ VIETNAM-CUBA Poc lip - Tw do - Hanh phic
PHONG KIE HOACH TONG HQP

V/v: Moi chao gid tham dinh gia goi

thau phan mém diét virus nam 2023 i N, g 31 litamg L) mier 206

Thw moi chao tham gia thim dinh gia

Kinh gui: Quy don vi tham dinh

Thue hién ké hoach dau thau Mua sam phan mém diét virus cho Bénh vién hiru

nghi Viét Nam Cu Ba nam 2023, Bénh vién ¢o nhu cau tham dinh gia noi dung:

STT NGi dung Pon vi |So lwong

Ban quyén phan mém diét virus dung cho may tinh 120

(may chu va may tram)

Théng sb ky thuat (Chi tiét kém theo)
Thoit han: 1 nam

License

Bénh vién kinh moi cac don vi quan tam, ¢6 du diéu kién vé nang luc thdm dinh
gid g bao gia tham dinh vé phong Ké hoach tong hop; Bénh vién Hitu nghi Viét
Nam - Cu Ba dia chi: 37 Hai Ba Trung - Hoan Kiém - Ha Noi;

Trude 9h00 ngay 26 thang 10 nam 2022.

Pau méi tiép nhan: Ong Pham Minh Thanh - Té ¢dng nghé thong tin

Dién thoai: 0852799473
Xin tran trong cam on sy hop tac cua quy don vi./.

Noi nhén:
- Nhu trén TRUONG PHONG

- Luu, KHTH W

Lo Thi Ha



THONG SO KY THUAT SAN PHAM

TT ~ Noi dung

I | Phan mém diét virus cho m.ly_thu, may tram

1. | Hb trg cac hé dlcu_l_ls_u_lh' -

1 | Hé diéu hanh Microsoft Wmdcm s_ _7,_§> 10

2 | Hé diéu hanh Microsoft Wmcl()v\_a server 2008, 2012, 2016, 2019

3 | Hé diéu hanh Mobile: i0S, Android

4 | HO tro hé diéu hanh Linux: Ubuntu, Debian, Red Hat, CentOS, SuSe

5 | Ho trg hé ¢ dleu hanh MAC: tit MAC OS X 10.14 hodc phién ban méi hon

2. | Chire n.lllfrf’}zltl 7Y’l’l’lls -

1 | Giai phap ho tro Auto-Protect quét Lhm umn thue.

2 | Co6 kha nang phat hién va didt viruses, spyware, worm, trojan rootkit,
Keyloger Macro,...

3 | Cho phép lwa chon quét nhanh, quét full, quét tic thoi, quét theo lich
trinh va ho trg quét tr xa qua giao di¢n quan ly 4p trung.

4 | Co kha nang chi quét nhiing files mai va nhimg files co sy thay doi so voi
lan quét virus gan nhat giup tang toc do quét virus.

5 | Phai quét bd nhd hé 1hono d¢ phdi hién cac rootkit, tlen trinh an, va cac
hanh vi khéc cho tha_y ma ddc hm dang cb ging an giau,

6 | Co6 chic nang OLmnmntlnc déi twong bi nghi 1y nhiém truée khi thuc
hién Repair/Delete, khi can ¢ the Restore lai tir cac file nay.

7 | Co6 chie nang thong bao cho neuot su dung va quan tri hé thong vé viée
phat hién ddi tugng bi nhiém ma doc qua hop thoai canh bao cho ngudi
str dung; email va/hodc system log message cho nguoi quan tri. Théng tin
canh bao bao g¢ém: Tén thiét bi, dinh danh nguoi dung, tén va dudng dan
déi tuong b lay nhiém, tén loai ma déc, hanh dong ma chuong trinh da
thyuc hién véi doi tuong.

8 | Cho phép nguoi quan tri ¢6 thé thiét lap méac dinh cac hanh dong sé thuc
hién khi chuong trinh phat hién ma déc: Alert/ Notify, Clean, Delete/
Remove, Move/ Quarantine, Promt for Action.

9 | Ho tro céc tinh nang ma nho do nguoi quan trj ¢o thé 1ap ké hoach ngén
chgn viée bung nd Iy lan virus trong hé thong.

10 | C6 chuce néing Web Anti-virus. dap ung quét cho traltic web, email, file
theo co ché proactive. -

11 | Bao vé cac nguy co tir Email bing viée quét toan b cac Email vao/ra dé
phat hién va ngian chin cdc neuy co tr Email. HO tro cdc giao thirc:
POP3, SMTP, IMAP -

3. | Chire nang gidm sat mang va gidm sat he thong

1 | Cho phép xem toan bo cac két ndi mang trén may tinh theo thoi gian
thue.

2 | Cho phép ghi lai hoat dong uh Lac tng dung trén may tinh, cung cap




thong tin nay dé nang cao tinh l DA0 MAL.

4. | Chirc ning HIPS (Host IPS)

1| Phai c6 kha nang phat hién va ngan chan viéc quét (,ong, tAn cong tir choi
dich vy, t4n cong véao 16 hong bao mat cua cac hé diéu hanh va cdc Umg
dung...

2 | Caehie Hdﬂé tu dong ngin chan luu luong truy cép gdy hai dén may tinh
tir mot may tinh ¢ chra ma doc hodc nhiém doc.

5. | Chire nang l)esl\top Firew all -

1 | Phai co chuc ning ho ro 1\1011_1__§L)Lu tmll ic v vio/ra.

2 | Cho phép ‘thao tac kiém soat Firewall Client tir xa nhu: Disable, Enable tir
Xa. - _ -

3 | Giai phap >hai m l\ha ning c nh bdo, umm $at cac uns_ dung dang chay.

4 | Cho phép tao ra tap luat (rule) dya trén tng dung hodc mang (application
network, network packet rule). [160 tro cac dang protocol: TCP, UDP,
ICMP, ICMPv6, IGMP, va GRE.

6. | Chirc ning Device control

1 | Phai ¢6 kha nang xac dinh thiét bi nao co thé hodc khong thé sir dung trén
Windows. -

2 | Phaico kha ndng ngdn cam cac ung dung Ch’l)_/_}_tl tuet bi luu trlt ngoai.

3 | Phaico kha ning thiét lap lich duoc su dung thiét bi cdm ngoai qua giao
iépusp. S

4 | Cho pth thiét lap da Wb sach cdce thiét bi cam ngoai duge st dung
(Trusted Device). -

7 _1C huﬁg___‘y_lg;_\_’\_/_cl) - onn ol B -

1 | Loc Web 1h_e_o____L_ Rl Category. Data, Content.

2 | Gigi han truy cap 3 Web 1hco lich

3 | -Cho pln,p quét toan bo giao ncp thong qua giao thue FTP, HTTP, kiém
tra toan bd URL xem ¢6 trong danh sach cac website chira ma doc hay
website lira dao hay khong.

- Cho phép tao ra cac luat dé han ché hay cdm nguoi dung truy cép vao
nhitng néi dung khong cho phép. Cae luat nay cho phép két hop voi
Active Directory dé tao cac ludt lién quan 101 nguoi ding hay nhom
ngudi dung trong Active Directory.

- Khé nang loc bao vé web ¢6 the qua: Loc ndi dung, st dung dia chi tai
nguyén, tén cua user/group.

- Tap luat co thé thye hién theo lich, cho phép cdc luat thue hién theo thoi
gian cu the. - .

8. | Churc nang f\pplud_t_lgn C (mu ol -

1 | Cho phép thiét lap danh sauh lring bd[lU viée phan loai cac ung dung theo
danh gia cua nha san xuat ‘hoge su dung cong r ngh¢ dién toan dam may.

2 | Cho phép tao ra danh sach u anu “cac ung dung theo nhdém nguoi su dung




bang viéc két hop vai AD/L DJ\P

3 | Kha nang thiét lap danh sach den céc tmg dung theo nhom, theo su phan
loai cua nha san xudt hodc theo co ché bio mat cua moi don vi sur dung.

9. | Chire niing Virus Update

1 | HO tro update bang tay tai Client tir Server quan ly.

2 | Ho trg Update cho nhiéu Client tr Server quén ly.

3 | HO tro 1ap lich ty dong download update.

4 | Server quan ly trung gian: Co thé tai Update tur nhiéu nguon khac nhau
(tir server quan 1y cdp trén, tir nha cung cap qua Inter net), c6 theé thiét lap
mém deo vige Iya chon nuuon update. B

5 | Giao thuce dunU dé up(ltllg virus tr nha unw ul]) w nmy chu la giao thuce
chuan: HTTP hodc IFTP va ¢o the hoat dong thong qua Proxy.

10. | Chiure n ang quét | l() !}()lw bnu mit

I | C6 kha nang quét 16 hong bao mat cdc san pham cua Microsoft va céac
hang khac. - -

2 | Bao vé thiét bl khoi ransomware bao gélﬂ ca cac thu muc chia se trén
may LH] ( ransomware 1 including protection for server share folders)

3 | Phuc h01 dir licu bi nh1cm ma doc ( Malicious action rollback)

11. | Mot s6 chire niing bio ve khac -

| Cho phép quét toan bd cic giao ucp s dung cac phén mém IM: IRC,
Mail, AIM, 1CQ, MSN
l\ln ning ty bao vé:

- Phan mém diét virus phai co kha ndng tr bao vé trudce cac mbi nguy co
(r ma doc, nhu viée ma doe mudn xo6a chuong winh di¢t virus ra khoi
may tinh. Viéc bao vé dugce thyc hién trén file cua truong trinh trén 6 dia,
2 | trén RAM va trong Registry.
- Nedn chan tat ca qua trinh di¢u khién chuong trinh diét virus qua may
tinh diéu khién tir xa.
_ Thiét lap Password dé bao v¢ chuong trinh khi mudn truy cép hay thue
hién cdc tac vy cu thé. -

12. | Chire niing Report o

1 | HO tro report cac thong tin ngay tai may tram: Virus quét dugce; vi tri file
nhiém virus; vi tri file backup: file duge backup; trang thai Start-stop cua
service theo tung neay.

2 | Ho tro lhono ké, bdo cao tinh hi hinh virus tren 1(_)_'111 mang.

3 Ho}g__thong ]\L bagﬁgqo theo !ul trinh 1lm.t St ldp.

4 | HO tro bao cao, thong ké tinh hinh cai dat. trang thai update virus trén
toanmang

5 | Ho 110_5gaLb:19~.g a0 _q_L_ld nhiéu day g khac | nhdu” PDF, XLS,.

6 | - Cac bao cao phai dugce phan loai theo muce do quan tlong

- Céc thong bdo hé L]mm_ duge thue hién dudi dang Pop-up trén thanh




Taskbar. Céc bio cdo ¢6 thé thye hién qua LEmail.

- Hién thi nhiéu théng tin tén Drashboard.

- Cac canh bao ¢6 the thuc hi¢n qua: Email, Net Send hoac thuc thi mot
file nao do.

13. | Quan ly tip trung -

1 | Phan mém quan trj t4p trung ho trg cai dat tén cac hé diéu hanh:
Microsoft Windows 7, 8, Server 2008, Server 2012

2 | Phdn mém quan tri @p trung cho phép trién khai phan cap theo co ché
Master/ Slave dé phii hop véi cac 16 chie lon. Giao dién phan mém quan
tri: HO tro giao dién theo chuan MMC cua Microsoft va glao dién Web.

3 | HO tro tao Image cai dat cua hé diéu hanh va ing dung. HO tro cai dat tir
xa hé diéu hanh va céc tng dung. Cho phép cai dat Windows Automatic
Installation Kit (WAIK) trén mdiy quan tri.

4 HO trg go bo cic phan mun (r xa trén cac may Client.

5 | Quanly plmn clmg dua trén cde thong tin trén Registry.

FIS tro cai dat tr xa cac updah. cho hé diéu hanh. Cho phép tim kiém va

6 | vécacld hon;_, bao mdt S

7 | Diéu khién céc tr uy cap cua cac thiét bi truy cép vao hé thong mang dua
trén cac tdp ludt hay danh sach lumo (Network Access Control).

8 | Cdtinh ndng Exchange ActiveSy zyMglvll(.

9 | HO trg tinh nang quan lv i08S.

HO tro tinh nang gui tin nhiin SMS 161 cée thiét bi di dong da dugc trién

10 | khai phdn mém client.

11 | Giai phap chi can mot Agent chay duy nhat quan ly cho cac module cua
chuong trinh. -

Giai phap phai ¢o kha ning Ilp trung hoa qu\ trinh quan ly, trién khai,

12 | bdo cdo. -

13 | Kha nang glan chia nhom c;u n lv vir thiét lap cac chinh sach quan ly
khac phav.

Giai phap ¢6 kha ning cho phcp nguoi quan tri kiém sodt ngan ngua viéc

14 | su dung License phm mém Antivi irus mot cach trai phép.

IKha nang thidt ld]’) cdu hinh Anti-virus, Firewall (& ting may tram tu xa

15 | vakhong cho phép nguoi su dung binh thuong thay doi cac thiét lap nay.
Hb tro bao cdo, thong: ké tinh hinh cai ddt, trang thai update virus trén

16 | toan hé thong.

Chtc ning quan ly, ap dung chinh siach khong phu thude vao Active

17 | Directory. - -

18 | Chuc nang xoa du IICU Lu E\S( l\]mnu hc I\hm phuc dugce dir heu da xoa.
bap rng chi thi 14/CT-TTG cda Tha (uong,, chinh phu vé vige tang

14 | cwdng bao diam an toan, an ninh mang nham cai thién chi so xep

hang cua Vigt Nam




