BENH VIEN HUU NGHI CONG HOA XA HQI CHU NGHIA VIET NAM
~ VIETNAM-CUBA Déc 1ap - Tw do - Hanh phic
PHONG KE HOACH TONG HOQP

V/v: Guri bdo gid phan mém diét
virus nam 2023 ‘
Kinh gti: Cac don vi kinh doanh, phat trién phan mém

Ha Néi, ngay 21 thang 10 nam 2022

Bénh vién Hiru nghi Viét Nam - Cu Ba xin tran trong cam on cac don vi kinh
doanh, phat trién phdn mém voi bénh vién trong sudt thoi gian qua.

Hién bénh vién Hitu nghi Viét Nam - Cu Ba dang c6 ké hoach nang cép phan
mém quan 1y bénh vién sau day:

Pon vi tinh: don

STT o Noi dung Pon vi |S6 lwong
Ban quyén phan mém diét virus dung cho may tinh 120
(may chu va may tram) ;
L' Théng s ky thudt (Chi riét kem theo) HesnE
Thoi han: 1 ndm

Buoc biét quy cong ty 1a don vi ¢6 hoat dong trong linh vuc doanh, phét trién
phan mém. Vi Vay, Bénh vién kinh moi Cong ty 1ap bao gla theo cac ndi dung trén
va giri dén Bénh vién dé 1am cin ctt xdy dung dy toan gbi thau.

Moi théng tin lién hé: Ong Pham Minh Thanh - Phong Ké hoach tong hop,
Bénh vién Hitu nghi Viét Nam - Cu Ba.(Dién thoai: 0852799473)

Dia chi: 37 Hai Ba Trung - Hoan Kiém - Ha Nbi;

Trude 14h00 ngay 27 thang 10 nam 2022.

Xin trdn trong cam on./.

Noi nhéan:
- Nhu trén TRUONG PHONG

- Luu, KHTH W

Lo Thi Ha



THONG SO KY THUAT SAN PHAM

TT NOi dung

I | Phan mém diét virus cho may chii, may tram

1. | Hb tro cac hé diéu hanh: S

1 | Heé diéu hanh Microsoft Wmdov\ S 7, 8, 10

2 | He diéu hanh Microsoft V\/md(ms Server 2008, 2012, 2016, 2019

3 |He diéu hanh Mobile: 108S. /-\nclmld

4 | HO tro hé diéu hanh Linux: Ubuntu, Debian, Red Hat, CentOS, SuSe

5 | Ho tro hé dl_L_L_l hanh MAC: tor M, AC OS X 10.14 hodc phién ban méi hon

2. | Chire ndng Anti-Virus -

1 | Giai phdp ho trg Auto- l_)_l'(_JlCLl quet thoi g ;:m 1 Lhuc B

2 | C6 kha nang pha[ hién va diét viruses, bpdelC, worm, trojan rootkit,
Keyloger Macro,..

3 | Cho phép lua chon quét nhanh, quét full, quét tire thot, quét theo lich
trinh va hé tro quét tr xa qua giao dién quan 1y tap trung.

4 | Co kha néing chi quét nhiing files mai va nhimg files ¢ sy thay doi so voi
ldn quét virus gan nhét gilp tang the do quét virus.

5 | Phai quét bd nho hé thong dé phai hi¢n cdc rootkit, uen trinh an, va cac
hanh vi khic cho thdy ma déc hai dang ¢ ging an glau

6 | Co chuc ning Oucmmnlmc doi twone bi nghi lay nhiém trude khi thuc
hién Repair/Delete, khi u,m ¢O the Restore lai tir cac file nay.

7 | C6 chue nang 111011; bao cho nguot su dung va quan tri hé thong vé viée
phat hién déi wong bi nhiém ma doc qua hop thoai canh béo cho nguoi
st dung; email va/hodc system log message cho ngudi quan tri. Thong tin
canh bao bao gdbm: Tén thiét bi. dinh danh nguoi ding, tén va duong dan
déi tuong bi lay nhiém, tén loai ma doc. hanh dong ma chuong trinh da
thyc hién voi dm tuong. -

8 | Cho phc.p nguoi quan l11 €6 thé thiét ldp mic dmh cac hanh dong s¢ thuc
hién khi chuong trinh phat hién ma doc: Alert/ Notify, Clean, Delete/
Remove, Move/ Quarantine, Promt for Action.

9 | Hj tro cac tinh nang ma nho do nguoi quan tri ¢o thé lap ké hoach ngén
chdn viéc bung no lay lan virus trong hé¢ Lh(mu -

10 | C6 chire nang Web Anti-virus. dap g quét t cho traffic web, email, file
theo co ché proactive.

11 | Bao v€ cac nguy co tur L= mail b Yang viée qud toan bo céc Email vao/ra dé
phat hién va ngan chan cdc nguy co tr Email. HO tro cdc giao thuc:
POP3, SMTP, IMAP -

3. | Chire nang gidm sat mang va giam sat hé théng

1 | Cho phép xem toan bd cac két noi mang trén may tinh theo thoi gian
thure. -

2 | Cho phép ghi lai hoat dong cua cic Gng dung trén may tinh, cung cap




thong tin nay dé ning cao tinh bao mgt.

4. | Chire ning HIPS (Host IPS)

1 | Phai ¢6 kha nang phat hién va ngin chén viéc quét cong, tAn cong tir choi
dich vy, t4n cong vao 16 hong bio mat cia cac hé diéu hanh va cic ng
dung... B A

2 | C6 chue nang tur dong ngin chan luu luong truy cdp gy hai dén may tinh
tr mot may tinh ¢o chira ma doc hodc nhiém doc.

5. | Chircn ning Dcslxmp Firewall -

I | Phai ¢6 chirc nang hd tro l\lcm 504t _11_@[[1@ vao/ra.

2 | Cho phép thao tac kiém soat Firewall Client tir xa nhu: Disable, Enable tir
Xa. - -

3 | Gia phap phal n.o Exlm ni ms, [ nh bi m, umm sat (,dL (g dung dang chay.

4 | Cho phép tao ra tip luat (r ule) dua trén (mg dung hodc mang (application
network, network packet rule). 116 tr¢ cac dang protocol: TCP, UDP,

ICMP, ICMPv6, IGMP, va GRE.

6. | Chire nang Device control

1 | Phai ¢6 kha ndng xac dinh thiét bi nao co thé hodic khong thé sir dung trén
Windows.

2 Phd_l_CEl(h'] nang ngan cam cac un; dung ch)/ rt ‘thet b1 luru trir ngoai.

3 | Phai ¢ kha nang thidt 1ap lich duge sur dung thiét bi cdm ngoai qua giao
tiép USB. S

4 | Cho phép thiét lap danh sach cdac thiét b cam ngoai duge su dung
(Trusted Device). B

7 | Chiace niang Wi ch ggl_n ol B _ -

1 | Loc Web thg)_Lle _g_dl_c”m\ Data, (onlcm 7

2 | Gi6i han truy cdp Web theo lth

3 | -Cho pth quét toan bo giao liép thong qua giao thue FTP, HTTP, kiém
tra toan bd URL xem c¢6 trong danh sach cac website chira mad dgc hay
website ltra ddo hay khong.

- Cho phép tao ra cac luat dé han ché hay cam nguoi dung truy Cdp vao
nhimg nodi dung khong cho phép. Cac ludt nay cho pheép két hop voi
Active Directory dé tao cac ludt lién quan toi nguoi ding hay nhém
ngudi dung trong Active Directory.

- Kha nang loc bao vé web ¢ thé qua: Loc néi dung, str dung dia chi tai
nguyén, tén cua user/group.

- Tép ludt co thé thyue hién theo lich, cho phép cac luat thue hién theo thoi
gian cu the. ] 7

8. | Chirc niing L\pphcmun C (Jn‘m{ - 7

1 | Cho phc.p thiét [ap danh saa,h lring bcmu VICL phan loai cac ing dung theo
danh gid cua nha san xual, hodc sur dung cong nghé dién toan dam may.

2 | Cho phép tao ra danh sach trang cac mg dung, theo nhom nguoi su dung




bang viée két hop voi AD/LDAP.

3 | Kha nang thiét 1ap danh sach den céc ung dung theo nhom, theo sy phan
loai ctia nha san xut hodc theo co ‘(,h(, bao mat ctia moi don vi st dung.
9. | Chirc nang Virus Update
1 | H6 tro update bang tay tai Client tir Server quan ly.
2 | H3 trg Update cho nhiéu Client tir Server quan ly.
3 | Ho tro l4p lich ty dong download up_date
4 | Server quan ly trung gian: Co thé tai Update tir nhiéu nguon khac nhau
(Ltr server quan ly cap trén, tr nha cung cap qua Inter net), co thé thiét lap
meém deo viéc lya chon nnuon update.
5 | Giao thue dung dé update virus tir nha cung mp o nmy chu la giao thure
chuin: HT'TP hodic FTP va ¢¢ thé hoat dong thong qua Proxy.
10. | Chire niing quét 15 lmntI bau mit
1 | Co kha nang quct 1& hong bao mat cde san pham cua Microsoft va céc
hang kKhac. 7 N
2 | Bao vé thiét bi khoi ransomware bao g Lom ¢4 cdc thu muc chia sé trén
may chu ( ransomware including protection for server share folders)
3 | Phuc hf“)i dir liéu bi nhiém ma dde ( Malicious action rollback)
11. | Mot s6 chire niing béo ve klmc o
| Cho phép quét toan bd cac giao tlcp st dung cac phan mém IM: IRC,
Mail, AIM, 1CQ, MSN
l\h'l nang tu bio v ¢
- Phan mém diét virus phai ¢o k ha ndng tr bao vé trude cac mbi nguy co
tr ma doe, nhu viée ma doc mudn xoa chuong trinh diét virus ra khoi
may tinh. Viéc bao vé dugce thue hién trén file cua truong trinh trén 6 dia,
2 | trén RAM va trong Registry.
- Ngin chén tit ca qua trinh dicu khién chuong trinh diét virus qua may
tinh diéu khién tir xa.
- Thiét 1ap Password dé bao v¢ chuong trinh khi mudn truy cap hay thuc
hién cdc tac vucuthe. -
12. | Chie niang Report 7
1 | HO tro report cdc thong tin ns_ay tal may tram: Virus quét dugc; vi tri file
nhiém virus; vi tri file backup: file duge backup; trang théi Start-stop cua
service theo ting ngay.
2 | Hd tro ‘Lhono ké, bao cdo tinh lmn virus tr a:nAlogm mang.
3 | Hotro 1hong ké, bao LQQ}ILQU I L]l trinh tu 1]11791 lap.
4 | Ho tro bdo cdo, 1hong ké tinh hinh cai dat, trang thai update virus trén
toan mang.
5 |Houo >\_£_|§_1 bio . cdo qua | thCU d ng !\h‘_g_n_l_mu” PDE, XL5,.
6 |- Céac bao cdo phdl duoc plmn oai theo mure do quan uong.

- Céc thong bao hé thong duge thue hi¢n dudi dang Pop-up trén thanh




Taskbar. Cac bdo cdo ¢ thé thye hién qua Email.

- Hién thi nhi¢u théng tin tén Drashboard.

- Céc canh bdo ¢6 thé thue hi¢n qua: Email, Net Send hodc thuce thi mot
file nao do.

13. | Quan ly tip trunUi o

1 | Phan mém quan i @p trung hd tro- cai dat wén cac hé diéu hanh:
Microsoft Windows 7, 8, Server 2008, Suvu 2012

2 | Phan mém quan tri tdp trung cho phép trién khai phén cap theo co ché
Master/ Slave dé pht hgp véi cac 16 chire 1on. Giao dién phan mém quan
tri: HO tro giao dién theo chuan MMC cua Microsoft va glao dién Web.

3 | H trg tao Image cai dit ctia hé dicu hanh va ing dung. HO tro cai dat tir
xa h¢ diéu hanh va cac tmg d ung. Cho phép cai dat Windows Automatic
[nstallation Kit (WAIK) trén mdy quan tri.

4 | HOtrg g0 bo cic plmn mém wr xa trén cac may Client.

5 | Quanly ph 1an clmg dua trén cde thong tin trén Registry.

HS tro cai dit tr xa cdc up(l e cho h¢ diéu hanh. Cho phép tim kiém va

6 | vacac 1o hom bao mat _ I

7 | Biéu khién cac truy cap clia cic [th‘[ bi truy cdp vio hé thong mang dua
trén céc tdp ludt hay danh sach tring (Network Access Control).

8 | Cotinh ndng Exchange ActiveSyn Mobile.

9 | HO tro tinh ning quan ly i0S. -

Ho tro tinh néng gui tin nhiin SMS i céce thiét bi di dong da duoc trién

10 | khai phan mém client. B

11 | Giai phap chi can mdt Agent chay duy nhat quan Iy cho cac module cla
chuong trinh. -

Giai 711'1) ])]ld] cO kha nang iiip trung hoa quy trinh quan 1y, trién khai,

12 | baocdo. -

13 | Kha nang phan chia nhom quan ly va thiét lap cac chinh sach quan ly
khac nhau. -

Giai phap c6 kha ning cho phép ngudi quan trj kiém soat ngan ngua viéc

14 | sudung License p_h_@ mém Antivirus mot cdch trai phép.

Kha nang thiét lap céu hinh Anti-virus, Firewall t6i tung may tram tor xa

15 | vakhéng cho phgm}gu_q_l_sLdL_ngw binh thuong thay doi cac thiét lap nay.
HS tro bao cdo, thong ké tinh hinh cai dat, trang thai update virus trén

16 | toan hé thong
Chtc ning quan ly, ap dung chinh sach khong phu thude vao Active

17 | Directory. 7

18 | Chue nan0 \40@}1 ]lCU ly__KS( i\honw thé l\hm I"}hLlL duge dir liéu da xoa.
l)ap trng chi thi 14/CT-TTG eiia Thi twong chinh phu ve viée tang

14 | cuwong bao dim an toan, an ninh mang nhim cai thién chi s0 Xép

hang cua Viet Nam




